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DATA BREACH RESPONSE

How we can help you respond to a data breach




These days the biggest commercial asset of many businesses is data, but that asset can
quickly become a serious liability in the event of a loss or breach, exposing the organisation
to the risk of business interruption, financial loss, legal liability and / or reputation damage.
High profile incidents have demonstrated the damage that can be done to brand, the
leadership team, employees and shareholders.

To help support you, Addleshaw Goddard has put together its Data Breach Response team.
It includes regulatory, media, employment, insurance, financial services and litigation
specialists. All are well versed in understanding both the legal and the commercial
implications of data breaches.

We provide immediate and practical advice to help you protect your business and minimise
the potential for further damage.

Nobody wants to have to deal with a data breach, but they do happen. We can help you to
reduce the chances of a data breach, as well as supporting you if the worst happens.

— We offer training to educate your staff on how to avoid a data
breach as well as how to deal with one if it happens. This will involve our team staging a
mock data breach to simulate a real event and taking you through the response.

— Our dedicated data breach app contains useful
information on how to deal with a data breach. Our e-learning tool provides an introduction
to data protection compliance and the General Data Protection Regulations (GDPR) to help
prevent breaches.

—in the event of a data breach our dedicated team will provide you
with the full data protection and reputation protection services.
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Our data breach response services

In the event of a data breach, we can provide you with a full service
response team to secure your data and reputation. The team would swing
into action as follows:

Immediate response and recovery

Within 24 hours of notification we will support you either in person at your
premises or by conference call to advise on steps needed to identify the
nature, extent and scope of the breach and advise you on immediate
practical steps to minimise the legal impact, including regulatory liability, risk
management, insurance notification and reputation protection.

Full risk evaluation

» Going forward, supporting you in taking the steps required to evaluate
the full extent of the breach (including interviewing staff, contractors, or
suppliers and liaising with your information security specialists as
required);

» Evaluating materials necessary to assess the severity of the breach — for
example to assess any breach of undertakings in customer contracts,
reviewing responses to evaluate data categories affected.

Breach notification

» Within 48 hours of the breach notification, assessing whether it is
necessary to report the breach to applicable regulatory authorities and /
or data subjects, as well as relevant insurers

» Liaising with regulatory authorities to report the breach
» Assembling the documentation necessary to report the breach and

drafting formal full breach notifications for both regulators and, as
appropriate, data subjects and insurers.




Working with your comms team to manage communications with all
stakeholders and media and online coverage

Setting the record straight after the event

Training on crisis response, including full crisis simulation exercise for
your crisis response team

Engaging with the regulator on your behalf to ensure smooth progress of any
regulatory investigation and negotiation to minimise the impact of regulatory
sanctions. Advising on any regulatory settlement offered.

Updating your breach register as required

Providing a report recommending actions needed from the perspective of
legal risk management, to minimise the risk of further breach

Assisting you as required in implementing breach prevention actions

(including providing updated procedures, training, guidance, policy and
contractual documentation).

Mitigating litigation risk, e.g. claims from data subjects and/or
counterparties affected by the breach

Advice on your potential claim(s) against e.g. service providers

Advising on coverage under relevant insurance policies and assisting in
the presentation of your claim to maximise the potential recovery
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Contact us

For more information on preventing or dealing with a data breach please contact one of our team.

DAVID ENGEL ABIGAIL HEALEY HELENA BROWN ROSS MCKENZIE RICHARD WISE
PARTNER PARTNER PARTNER PARTNER PARTNER

+44(0) 20 7880 5653 +44(0) 20 7160 3086 +44(0) 131 222 9544 +44(0) 1224 965 418 +44(0) 20 7160 3255
david.engel@ abigail.healey@ helena.brown@ ross.mckenzie@ richard.wise@
addleshawgoddard.com addleshawgoddard.com addleshawgoddard.com addleshawgoddard.com addleshawgoddard.com

LUKE DIXON VICTORIA POOL

LEGAL DIRECTOR MANAGING ASSOCIATE
+44(0) 20 7788 5121 +44(0) 161 934 6501
luke.dixon@ victoria.pool@
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