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Chapter 5

Horizon Scanning —

The Future of Product

Liability Risks

Addleshaw Goddard LLP

Louisa Caswell

Mark Chesher

Introduction

Advances in technology and the impact which they have on how
we live our daily lives, how we interact and communicate with each
other, and how we work are nothing new. However, the pace of
technological developments, and the opportunities and risks which
such innovations present, have taken many by surprise.

Driverless cars, only recently thought of as a possibility for future
generations, could be on the roads in less than four years. The
‘Internet of Things’, also known as the “third wave of the internet”,
could, by various estimations, result in as many as 40-50 billion
devices being connected to the internet within five years'. Such
developments will have a profound impact on product liability law
and regulations.

In this article, we consider future product liability risks and look at
these in the context of the current legal and regulatory framework
(principally the UK’s Consumer Protection Act 1987 (CPA) which
incorporates the EU’s Product Liability Directive). We also
explore what further legislation and regulation may be required to
accommodate such technological advances.

Driverless / Autonomous Cars

The automotive industry has been working in stages towards
developing driverless cars. A truly driverless car, one that requires
no manual input from the human passengers, is not predicted to be
on the roads until at least the 2020s>. However, autonomous cars,
i.e. cars which for the most part operate by themselves, but require
some human input, are predicted to be prominent much sooner.

Automation in cars has been developing steadily over the years.
For example, most new cars now come with advanced braking
systems. There have been advances in cruise control functions,
reduced emission technology, increased fuel efficiency and
proximity sensors over the years. More recently, there has been a
prominence in active parking assist technology, on-board cameras,
and auto lane correcting technology. Many of these technologies are
partially autonomous, aiding drivers and requiring their assistance
at times. However, the industry has now reached a point where
it is moving towards fully driverless vehicles, which can analyse
the environment, and make adjustments accordingly, with minimal
or no human input. This move has come about sooner than many
would have predicted, due to advances in GPS mapping, radar,
laser and wireless systems, all of which have contributed to making
autonomous vehicles a reality.

Benefits of Automation

One of the primary benefits which autonomous vehicles are predicted
to bring is in safety. Autonomous vehicles are expected to reduce
both the number of injuries and deaths, as well as the monetary
costs of road accidents, by reducing those caused by human error.
Computers can react much faster than humans, and are therefore
better able to deal with complex rapidly developing situations on the
road, and take appropriate action. Currently, it is estimated that over
90% of road traffic accidents are due to human error®. Autonomous
vehicles are predicted to not only reduce this percentage, but also
reduce the severity of accidents when they do occur®. Chris Urmson,
director of Google’s self-driving car programme has written in his
blog that between the start of the programme to July 2015 there were
only 11 accidents involving Google’s self-driving car, and not one
was caused by one of Google’s vehicles®.

There are also commercial and environmental benefits to be gained
from autonomous vehicles. Being interconnected, with the facility
to communicate in real time and transmit warnings, autonomous
vehicles will be able to drive closer together and more efficiently,
thereby saving fuel, reducing emissions and reducing congestion
on the roads. This will have huge implications for the commercial
freight industry. The Department of Transport is already drawing
up plans for testing driverless “HGV platoons” in the UK. Such a
platoon would consist of a leader vehicle with a human supervisor,
and a convoy of vehicles behind being driven just metres apart from
each other. The platform would communicate using a combination
of WiFi, cameras and radar®. The Department of Transport is
inviting companies to tender for taking licences from as early as
April 2016.

The social benefits of autonomous vehicles will include increases
in mobility for elderly and disabled people and the freeing up of
space, especially in urban areas, by reducing the need for parking
spaces. There will also be increases in productivity (or leisure time),
as drivers’ time spent driving reduces, eventually to zero.

What is the current legal position on driverless vehicles in
the UK, Europe and the US?

Currently, there are very few rules and/or regulations in the UK that
cover driverless cars. The catalyst for driverless vehicles has come
from the US, the first country to legislate (at state level only) on the
testing of automated vehicles. However, with only four states so
far having legislated, widespread automation may face difficulties.
Chris Urmson of Google has called for federal intervention under
the authority of the US Transport Secretary rather than leaving
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legislation to individual states. Elsewhere, Germany, France and
Sweden have begun considering how to accommodate the testing of
driverless vehicles.

Issues which will need to be addressed

Taking control of vehicles away from humans, and giving that
control to computers will inevitably bring about questions of
liability when something goes wrong and the vehicle is involved
in an accident.

Initially, at least we will see the introduction of partially autonomous
vehicles. With these vehicles, the driver will be able to take control
if the situation requires it (for example, when exiting a motorway to
drive through a built up area). Where a driver has taken control of
the car, and the autonomous function of the car has been overridden,
then it follows, as is the case with non-autonomous cars, that
the driver alone will be liable for the accident as a result of his/
her actions. Where does liability lie, however, when the partially
autonomous vehicle system is active, and the driver relies on that
system? Was the driver correct to expect the technology to prevent
him/her having an accident, and not take any control themselves?
Did the manufacturer clearly notify the driver of the limitations of
the vehicle? How will liability be decided or apportioned?

In an attempt to clarify such questions of liability, at least until
new laws and regulations are produced, manufacturers such as
Volvo have indicated that they would accept liability for a crash
involving their driverless car, if the crash was as a result of a fault
in the car’s design. If, however, the driver of the vehicle used the
technology in a manner which it was not supposed to be used, then
the driver would be liable’. The move by Volvo is sensible from a
sales and marketing perspective as it aims to remove the uncertainty
surrounding driverless vehicles, and promote their adoption.
However, it is not much of a concession (under EU and English
law at least) as it reflects Volvo’s position under the CPA which
imposes strict liability on producers whose products are found be
defective and cause injury or property damage. Deciding questions
of defect and/or driver liability will require evidence as to the
circumstances of the accident (which developments in dash-cams
and inbuilt telemetry systems will be well placed to provide) and
expert evidence as to the capabilities and limitations of the vehicle
hardware and the software running on it.

There remain many grey areas, including security and data
privacy concerns, which are dealt with further below. As with
all technology, there will be the requirement for updates to the
software and operating systems as the technology evolves. Many
of these updates should be available as simple downloads, which
the producer automatically pushes out to all its vehicles through the
internet or mobile telephone networks. However, if such updates
are available and not installed in the cars, will the driver be liable
for any crash as a result of the failure to install the update? One can
foresee arguments that the updates are “bug fixes” and, these will
be countered by manufacturers who will want to characterise them
as continuous functional improvements of their products. The so-
called “development risks defence” under section 4(1)(e) of the CPA
may well be tested early on in such cases.

At present, cars have greater longevity than many computers,
smartphones and other hi-tech devices. The final sentence of section
3(2) of the CPA states that:
“...nothing in this section shall require a defect to be inferred
from the fact alone that the safety of a product which is
supplied after that time is greater than the safety of the
product in question.”

To what extent will that absolve manufacturers from having to
provide updates beyond a contractually agreed period? Will
obsolete models have to be continuously supported? Will owners
be expected to pay for updates after a certain fixed period? How
will MOT tests work on such vehicles? If certain safety features
in autonomous vehicles are expected to come as standard going
forward, then will a driver be penalised for driving an older vehicle,
if it can be shown that any accident could have been prevented had
the features been present? What effect will the costs associated with
litigating these points affect the insurance premiums for people with
autonomous and non-autonomous vehicles? The expected high cost
of these cars (at least for the early adopters) will lead to expectations
that they will last at least as long as normal cars.

It should be noted that previous advances in car safety have not
necessarily required a reinvention of liability laws. Examples
are seatbelts, airbags and cruise control, which have all been
introduced without significant changes in the liability laws, whilst
regulations have adapted to accommodate such advances. However,
autonomous cars are a far more dramatic advancement than any
of the examples listed above, and therefore new legislation and
regulation will need to be introduced if there is to be a widespread
adoption of such vehicles, which, in the new age of the ‘Internet of
Things’, is inevitable.

The Internet of Things

The ‘Internet of Things’ refers to the huge rise in the number of
devices with the ability to gather data through in-built sensors, and
to transmit that data over the internet. This ability to receive and
transmit data means that an increasing number of seemingly normal
everyday objects are connected to the internet, and is resulting in the
online digitisation of our physical world?®.

Whilst a number of devices have had the ability to connect to the
internet for some time now (e.g. Smart TVs), there has been an
exponential growth in the number of connected devices in the last
few years. Primarily, this has been as a result of two factors, the
first of which is the fall in the costs of sensors used in such devices.
Sensors, once costing $20-25 each, are now available at less than
$0.50. This price decrease has meant that many more manufacturers
have been able to incorporate such sensors into their products. The
second factor behind the growth has been the widespread availability
of wireless connectivity. Even when wireless connectivity is not
available, advances in 3G and 4G technology have enabled devices
to stay connected.

Benefits of connectivity

The ‘Internet of Things’ has already had an impact on, and will
continue to impact, our lives, through the benefits that it brings to
a number of industries. The primary reason behind such benefits is
the amount of data which the devices collate and which can be used
by different industries to enhance the products and services which
they provide, often free of charge, because of the inherent value of
the data collected.

In the automotive industry, autonomous cars, for example, will rely
on the ability to connect and communicate with each other in order
to operate. It is through the ‘Internet of Things’ that this will be
possible, and will result in the efficiency and safety improvements
mentioned above.

In the healthcare sector, wearable devices allow health professionals
to capture vast amounts of data, over extended time periods, and
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aide with treating patients, both by reducing the time in which
doctors have to spend with each patient (with the data already
being available and analysed before a treatment session), and by
pre-empting possible future illnesses, enabling treatment sooner.
Connected pace-makers can send signals and warnings straight to
health professionals, preventing possible heart attacks. Paramedics
can use connected devices to send real time patient data to the
emergency doctors at the hospital, reducing the time it takes to start
treatment.

The manufacturing and retail sectors have benefitted hugely from
the ‘Internet of Things’. In the manufacturing sector, the increased
connectivity has been used to build ‘Smart Factories’, with many
functions being performed solely by computers. Sensors at each
stage of the manufacturing process have the ability to sense and
foresee when, for example, supplies of a component are low in stock,
and automatically start a process to order more of that component in.
It is easy to see the potential extension of this through retail outlets,
as well as into the home, to the point that your fridge will compose a
shopping list for you and let you know when your stocks are running
low or your milk is approaching its use-by date. Future product
recalls may be facilitated and simplified by this process working in
reverse, with products from a particular batch subject to the recall
being traceable to particular customers with tailored recall notices
sent direct to their mobile phones (or fridges).

Components themselves, along with a vast array of other materials,
are now being manufactured through 3D printing. Advances in 3D
printers, and the ability to share data on products, have resulted in a
vast number of specialist components being produced through such
printers. Future developments might mean that replacement parts
for products (or even complete products) can be downloaded over
the internet and printed at home (medium-sized home 3D printers
can be bought for less than £800). That will bring its own issues.
‘Who can the consumer look to if that product or component, printed
at home, turns out to be defective?

Concerns arising from the ‘Internet of Things’

As with any system connected to the internet, there are risks which
come with using connected devices. For consumers, risks can be
broadly split into privacy risks and security risks. For manufacturers,
there may be additional risks, which we will explore below.

Privacy concerns centre on how the data collected from these
devices will be used. With such an array of data transmitted from
the devices leaving “breadcrumb” trails of data, there are concerns
about how individual privacy will be maintained. That issue could
fill another article or indeed a book, but the key issue for the purpose
of'this discussion is the potential malicious use of data by hackers to
take control of a device or alter its software.

Any device which is connected to the internet comes with the inherent
risk of being liable to hacking or manipulation. As the ‘Internet of
Things’ develops, and more devices have the ability to exchange
large volumes of data, there are far more opportunities for criminals
to undertake cyber-attacks. Any incidence of a hacker launching
an attack on an individual, and stealing data from their device, is
unfortunate and distressing, but the loss in that instance is usually
limited to a possible economic loss to that particular individual.
However, if a hacker launches an attack on an autonomous car or
switches on an electrical device in the home remotely and causes an
accident, then it could result in far reaching consequences, including
the loss of human life. Such attacks are a real threat, with hackers
in the USA recently crashing a Jeep Cherokee by hacking into its
computer from a distance of 10 miles away®. The incident resulted
in Fiat Chrysler being forced to issue an update to their on-board

computer system, with customers having to download and install the
update into their vehicles.

The U.S Federal Trade Commission (FTC) issued a report in
January 2015 highlighting potential vulnerabilities with connected
devices. These included home devices, such as Smart TVs, ovens
or thermostats being hacked, with the data being exploited, or
the systems being remotely activated causing a fire. Another
vulnerability was a particular device being attacked in order to get
access to the wider network which the device was connected to,
including denial-of-service attacks. Medical connected devices
could also be manipulated by external forces. Hackers have the
ability to access pacemakers or insulin pumps, and take control of
such devices remotely. Such attacks could have serious implications
for users.

The Product Liability Impact of the ‘Internet
of Things’

Over the years, product liability law for physical products has been
fairly well established, with manufacturers required to meet the
minimum standards of quality and safety. If a product does not meet
such requirements, then consumers can bring contractual or tortious
claims against the manufacturers and/or sellers. With the growth of
connected devices, there is going to be blurring of the lines between
the world of software and physical products. It is now clearly
possible for a defective software product to cause personal injury
to the end user, liability for which manufacturers and producers will
not, under current legislation, be able to exclude by contract.

In some respects, litigation in relation to connected devices
will follow the well-trodden path of claims under the CPA. If a
connected product, say a refrigerator, were to malfunction and result
in a fire, the initial step would be for engineers to investigate the
root cause of the fire and determine whether the refrigerator itself
was responsible for causing the fire. The presence of the software
embedded within the refrigerator, however, adds another layer of
complexity to the investigation. Computer forensic experts will
need to have the requisite knowledge to be able to analyse the
software and determine whether it has played a role in causing the
malfunction. It could be that upon analysis the product itself could
provide evidence as to why the product malfunctioned, and if this
was as a result of something which the consumer did themselves,
then the manufacturer could avoid liability. It is likely that devices
themselves could send error reports back to the producer, reporting
on its own errors or malfunctions, as many computer programs have
done for years.

The interventions of malicious third parties are another risk not
usually associated with offline products. Even as security provisions
improve, hackers find new ways to penetrate such provisions. The
question must be raised then, what is a ‘reasonable’ level of security
which manufacturers should embed within their connected devices?
If a connected device is accessed by a hacker, will manufacturers
have strict liability, despite the embedded security provisions? At
some point, will consumers have to accept the risk of a cyber-attack
if they choose to use connected devices? What security will be
expected of a relatively low-cost, low-risk device (such as a £50
wireless printer) when there is the possibility that data obtained by
hacking into that device is used to bypass the security of a much
more secure, high-risk device such as an autonomous car.

For producers, under the CPA, there is arguably a new risk that
emerges from the ‘Internet of Things’, arising from the fact that, to
the extent they can or could update software on their products, they
are in a position where they in effect supply parts of the products
remotely, long after the physical product has left their control.
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When determining whether a product is defective under section 3 of
the CPA, the court is to have regard to three factors set out in section
3(2), the third of which is “the time when the product was supplied
by its producer to another”. When this was drafted, there was no
prospect of a producer being able to change its product remotely.
How will this be interpreted in the context of the Internet of Things?
Similarly, if a producer provides a software update, does that mean
that limitation periods and long-stop dates are reset to day zero in
respect of that update (or the entire product)? Do producers also
retain “control” of those products for the purposes of section 4 (1)
(e) of the CPA — which provides a producer with a defence to a claim
if he can show that:
“[T]he state of scientific and technical knowledge at the
relevant time was not such that a producer of products of the
same description as the product in question might be expected
to have discovered the defect if it had existed in his products
while they were under his control” (emphasis added).

Similarly, if producers have the ability to monitor the status of their
products, this could put them on notice of potential safety issues.
While many industries would welcome this, to what extent would a
producer of a connected product be under a duty to actively monitor
for safety issues? Would it just be for those products deemed to be
at high risk of safety issues, if so where do you draw the line? If
a duty were imposed on producers to monitor, via the internet, all
connected products, would that stunt innovation and force producers
of low cost or low margin products to hold back from making their
products capable of being connected? All these are questions that
may fall to be addressed by the courts under the current regime or by
parliament considering any legislation to pre-emptively update the
law to deal with these developments.

Future Thoughts

A key theme that emerges from the discussion above is the role of
software and the emergence of defects in software within products
as a risk to safety and physical property. From the early age of
computing until relatively recently, physical damage and personal
injury caused as a direct result of a bug or defect in software has
been limited. The so-called “millennium bug” did not result in the
apocalyptic scenes of nuclear meltdowns and planes falling out of
the sky as predicted by some in the late 1990s. Incidents attributable
to software resulting in death, personal injury or catastrophic damage
have thankfully been few and far between and have generally been
in military applications. Notable exceptions include the Therac-25
accidents, where a fault with the software of a radiation therapy

machine caused at least six patients to receive doses of radiation
hundreds of times higher than normal, resulting in death or life-
changing injury'®. However, as more complex software-controlled
products enter the consumer sphere, the risks will multiply.

The pace at which technology has developed over the last few
years shows no sign of abating. Whilst technology companies have
been developing innovative software and products for years, it is
only now, with better connectivity and improvements in security,
that such products are coming to the market. Products such as
autonomous cars, smart household items, connected medical
devices and engineering parts produced by 3D printers, in this new
economic era of the ‘Internet of Things’, will increase efficiency,
drive productivity, and enhance the way we live and work. There
is no getting away from the risks and uncertainties which such
products will bring, and it will be up to governments and regulators
around the world to produce a framework within which the new
connected products can exist. As technological advances continue,
the law will have to ensure that it keeps pace and lawyers will have
to be on their mettle to advise their clients on the risks they face and
the rights they may have in this changing landscape.
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