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SOCIAL LISTENING

Responding effectively to online insights

What is social listening?

Producing personalised
marketing materials Measuring
marketing
campaign success
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Key legal and practical
considerations

Data privacy

It's important to consider what data is collected and processed as part of any social

listening campaign and, in particular, whether this will include personal data.

The use of personal data collected via social media is coming under increasing scrutiny
following the implementation of the GDPR and the recent Facebook-Cambridge Analytica

scandal. Where personal data is involved, think about the following key areas:

Data subject rights

You must have
processes in place to
ensure that you can fulfil
any rights requests from
data subjects (for
example, who object to
you using their data).

scraped data will be used?
The law generally requires

Data minimisation

Large scale trawling
potentially conflicts with
the requirement to hold
only as much personal
data as is required. How
will you ensure that you

only collect relevant

data?

Transparenc L
P y Anonymisation

How will you make users
aware of how their

Do you need to use
personal data, or can
wider trends being drawn
from fully anonymised

data? If you can use
anonymous data, it is

less risky.

you to provide a privacy
notice, even where the
data is from a third party
source, unless a limited
exemption applies.

Retention and
security

How long will personal

data be retained for and
how will it be destroyed?
How will you keep it
safe?
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Data scraping: Website operator objections
Social media website operators may object to data scraping to protect the value of data on their sites. The law surrounding the legality of data scraping and the rights of

website operators is a complicated and developing area. Possible arguments include:

Website terms and conditions

Arguments based on breach of terms and conditions may be the most feasible argument for website operators in some circumstances, and it's
common for website terms of use to prohibit data scraping. The key question is whether there is a valid contract incorporating the terms and conditions.
l.e. is there a passive set of website terms and conditions? Or is there a walled garden environment, whereby access to the database is conditional
upon entering into access terms and conditions?

Database Rights

The key issue for claims based on database rights will be whether database rights exist. Again, this would be tricky for social media website operators
UK case law indicates that database rights are unlikely to arise where users generate content, rather than the website seeking content.
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Service Provider terms

Make sure terms with social listening providers contain

adequate protections, particularly in relation to the points

discussed above. Key considerations include:
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