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OUR 12 STEP PLAN TO COMPLY WITH THE
GENERAL DATA PROTECTION REGULATION
STEP
1

STEP
11

Accelerate these steps to earlier
in the programme if the Data Audit
in Step 2 identifies security flaws
(e.g. between Steps 2 and 3)

Review your data security

CHECKLIST
1. Assemble cross-functional GDPR
Response Team including Legal,
Compliance, IT and your Data
Protection Officer
2. Complete a data protection survey
to map your data

ICO (1) - Awareness

ICO (12) - International

Ensure decision makers and
stakeholders are aware that the law is
changing, and that they appropriately
anticipate the impact of the GDPR.

Determine which data protection
supervisory authority you come under.

Worst case scenario?

4. Train staff on data protection

Fines of up to €20 million or 4% of
global annual turnover

6. Review existing Data Protection
notices, statements and forms used
within the organisation
7. Implement a data breach
management policy to contain the
impact of any data breach
8. Limit access to personal data, use
encrypted e-mail for communication of
personal data and monitor the network
to minimise the risk of data loss
9. Plan arrangements for compulsory
breach notification both to data
protection authorities and to affected
individuals
10. Consider cyber insurance, which
offers protection from some of the
financial consequences of a Data
Protection breach

ICO (3) - Communicating Privacy
Information.
Review current privacy notices and
plan for any necessary changes.

Do you comply with the law now?

STEP
5

If you cannot tick all of the boxes under
the DPA, compliance with the higher
standards of the GDPR will be difficult.
Step 1: Stop collecting data you don’t
have a legitimate purpose to collect
Step 2: Stop using it for something
other than it was collected for

Policy & Contract Review
Review:
1. Data protection policies
2. Customer Agreements
3. Website policies
4. End User Terms

Budget

Negotiate:

After Steps 1 and 2 apply for annual
budget increase to cover increased
compliance costs

Amend all supplier and vendor
contracts where data processing
occurs to include the 11 mandatory
clauses under GDPR (Article 28).

1. Are there adequate firewalls and virus
protections?
2. Is there a clear password policy? Is it
enforced?

New customers

STEP
6

3. (Carefully) obtain senior (board
level) endorsement

5. Check your supplier contracts

ICO (4) - Individuals’ rights
Check procedures to ensure they cover all the rights individuals have, including how
you would delete data or provide data electronically and in a commonly used format.

Map International Transfers
1. Draw up a data flow map showing
where data travels around your
company and via your vendors and
third party vendors and suppliers
(including cloud computing)
2. Consider implementing a Data
Residency Policy (e.g. require third
parties not to transfer data outside of
the EEA)
3. Review existing methods of
international transfer of personal data
(e.g. consent, model clauses, Binding
Corporate Rules)

Existing customers

Start sending the new data protection
policy setting out the new rights and a
new fair processing notice

Can you prove you have clear explicit
permission for all uses of the data you
hold?

Data protection safeguards must be
built into products and services from
the earliest stage of development

Have you informed them of their new
rights to:
1. Object to profiling?

(Privacy by Design) (See also step 3 if
additional IT functionality required)

2. Erase data?
3. Transfer their data to someone
new?

Annual contracts

If the answer is No to any of these
questions you may need to ‘refresh’
your consents

Start sending customers new
data protection policies which
set out their new rights and a
new fair processing notice

4. Who is responsible for it?
5. Do all staff understand the procedure?
6. Include response, notification process
recovery and damage limitation

1. Mobilise crisis management team with support
from communications and legal advisers to begin
executing your incident response plan
2. Record the date and time when the breach
was discovered Alert and activate everyone on
the response team, including external resources.
3. Secure the IT systems to stop additional data
loss. Take affected equipment offline but do not
turn them off or start probing into the computer
until your forensics team arrives
4. Document everything known thus far about
the attack
5. Interview those involved in discovering the
breach and anyone else who may know about it.

8. What investigative process is triggered
to ascertain the cause of the breach and if
response can be improved?

6. Review protocols regarding disseminating
information about the breach.

9. Test breach management procedure with a
‘mock’ breach?

Review storage and data elimination /
destruction policies

Implement New Policies

7. Assess priorities and risks based on what you
know about the breach
8. Bring in your forensics team to begin an
in-depth investigation
9. Protect your reputation with an internal and
external communications strategy, supported as
necessary by crisis communications specialists
and/or reputation lawyers
10. Report to police, regulators, and insurance
brokers after consulting with legal and
upper management.lice, if/when considered
appropriate

Send customers their new
data protection policies and
fair processing notices

5. Consider adopting Binding
Corporate Rules

Implement First 24 hrs Data Security
Action Plan

7. Include risk assessment for the
consequences of the breach?

10. What do you do with your data when you
aren’t using it?

STEP
7

4. Consider implementing or
supplementing your existing processes
and require third parties to abide by
the same rules (e.g. EU-US Privacy
Shield, Data Seals, Cloud Computing
Code of Conduct, ISO standards)

3. Is there a procedure in place for data
breach management?

START

Carry out A Data Audit
Where is my data?
1. Where does my data come from?
2. Why are we collecting it?
3. Where is data held?
4. Where does it go around the
company?
5. Who has access to the data? What
skills, clearance & training have they?
6. How sensitive is the data (personal,
sensitive, anonymous)?
7. What 3rd parties is it shared
with? How is it transferred? What
agreements and contracts do you have
with processors?
8. How is data transferred overseas?
9. Where are your Cloud servers?
10. What encryption is used?
If the audit reveals security flaws
then implement data security
review now (see Steps 11 & 12)

END

Negotiate with IT suppliers
You will need to plan and
implement the following additional
functionality
1. Keep an auditable log of all
consents obtained through each
platform: web, social media, digital,
contract
2. Offer a ‘right to be forgotten’
3. Allow data erasure
4. Allow data subjects to object to
profiling
5. Offering the ability of ‘data
portability’
Also consider:
(A) “Privacy By Design” is built into
each system Change

Review consents
Do you have consent?

SILENCE
PRE TICKED

Consent must be freely given,
specific and informed and an
“unambiguous indication” of a data
subject’s wishes and expressed either
by a statement or a clear affirmative
action.

(OPT-OUT)

Consent will be purpose limited i.e.
related to explicitly specified purposes.

VERIFY AGE

Using opt-outs is no longer sufficient.
You will have to change consent
settings on all platforms, paper and
digital - where required – in order to
become compliant.

STEP
4

INACTIVITY

NOT OK

Implement DSAR Process

Implement Breach Reporting

Notes

The GDPR centres around
responsibility and accountable
dealings with data.

The response time for Data Subject
Access Requests has been reduced
from 40 days to one month and the
ability to charge a fee has been
removed.

Mechanisms to notify the national
regulator of data breaches,
including which individuals’ data
has been compromised as soon as
possible (within 72 hours) should be
implemented and tested.

The ICO has published a 12 step
guidance on how to prepare for the
GDPR.

You must have someone in your
company who will be leading the
charge in compliance and also will
be where the buck stops if something
goes wrong.
Most companies will be required to
have a data protection officer (DPO).

VERIFY PARENT/
GUARDIAN

STEP
8

CONSENT

Document what personal data is held,
where it came from and with whom it
is shared. Consider undertaking an
information audit and creating a “data
flow map”

You will need to have sufficient
resources in place to promptly react to
DSARs and effectively respond within
the time limit.

STEP
10

The removal of a fee may increase the
volume of DSARs.
Then test your new process with a
dummy DSAR.

STEP
9

TICK BOX
(OPT-IN)
WET SIGNATURE
AFFIRMATIVE
ACTION

(B) “Privacy Impact Assessments” for
major system overhauls

Appoint / Recruit your DPO

ICO (9) - Data breaches
Make sure you have the right
procedures in place to detect, report
and investigate a personal data
breach.

OK

STEP
3

ICO (5) - Subject access requests
Update your procedures and plan
how you will handle requests within
the new timescales and provide any
additional information.

STEP
2

ICO (2) - Information Held

STEP
12

ICO (10) - Data Protection by Design &
Data Protection Impact Assessments
Plan how & when to implement Data
Protection by Design and Privacy
Impact Assessments.

ICO (6) - Legal basis for processing

ICO (7) - Consent

ICO (8) - Children

ICO (11) - Data Protection Officer

Look at the various types of data
processing you carry out, identify
your legal basis for carrying it out and
document it.

Review how consent is sought,
obtained & recorded. Are changes
necessary?

Verify individuals’ ages and gather
parental or guardian consent for the
data processing activity.

Appoint someone to take responsibility
for data protection compliance.

We have overlaid the ICO 12 Steps
against our own recommended
preparation programme.
If you follow the steps 1 to 12 in the order
suggested you will also comply with the
ICO guidance.
Steps 11 & 12 relate to data security. If
your data audit (Step 2) reveals security
flaws you may wish to accelerate your
data security review and implement the
Data Security 24HR response plan to deal
with data breaches (Steps 11 and 12).
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